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Preface
Extracts may be freely quoted with attribution.  I would appreciate a copy of any article quoting from this report.  Please send them to joe.mccarthy at arkaon.com.

Joe McCarthy

01 607 7116

086 245 6788
Introduction

My findings and conclusions are based on the records released by the Department.  I am happy to stand corrected in the light of further materials released.

The Powervote / Nedap electronic voting system has been used only 5 times for PR-STV elections in Ireland.

· 3 pilot tests in the General Election on 17th May 2002.
· Dublin West

· Dublin North

· Meath

· 2 internal tests in the Department of the Environment in January 2002.
· Buncrana UDC

· Athy UDC

The other 7 pilot tests are not relevant since they were referendum polls with a Yes / No choice only and did not use PR-STV.

Reports on 4 of the above tests were released on 6th and 8th April 2004 through FoI requests.  The Department has not released any report for the pilot test in Meath.

An analysis of each report is presented below.

It should be noted that the Department has not published any test methodology.  
· There is no stated objectives for these tests.
· There are no pass / fail criteria.  
· There are no formal results

What therefore was the purpose of these tests?  It leaves it open to subjective opinion as to whether the tests were successful or not.  
In my professional opinion they were not successful for the reasons detailed below.
Dublin County Returning Officer

The full report is available on the web at  http://evoting.cs.may.ie/Documents/JFitzpatrickPostElectionReportJune2002.pdf
Extracts from the report by the Returning Officer:

“The software occasionally hangs (which is a problem that can affect any Windows program) but we have never found a case where there was any evidence of data loss or corruption afterwards. In particular the software hung on the night of the count at the end of the mixing and numbering procedure in both Dublin constituencies. In each case we ran the mixing and numbering procedure a second time and did not have this problem.
…

The software also hangs quite frequently when exporting to Microsoft Word.
…

Programming of the Ballot Modules

The software frequently displays an error message saying that it is "Unable to open the COM port" but it is found that simply trying again is usually enough to correct the problem.
…
The forms used in the polling stations are poorly worded and led to substantial confusion when it came to carrying out the reconciliation of each station.  In the end it was decided to perform the count without reconciling the stations as it proved impossible to do so on the night.   
…

In both constituencies the mixing and numbering procedure failed to finish at the first attempt. In both cases the progress bar indicated ongoing progress right up to completion and the progress bar then disappeared from the screen as normal but the message indicating mixing and numbering complete never appeared and the computer had stopped responding.  In both cases the procedure was retried successfully though this added a further 10 or 15 minutes to the overall count time.”

Dublin West

Election report
Dail Election 2002 (West)
Date of Poll: Friday 17 May 2002
Dublin West
2.       Summary reconciliation of vote accounts
29272
29988
-716
A  Total number of votes cast on voting machines, as recorded by presiding officers (viz. number of postal and special votes cast on machines, plus number of votes who voted on voting machines at polling stations):
B  Total number of votes cast on voting machines (including postal and special votes and "null" votes), as recorded on ballot modules:

C  Discrepancy between figures at A and B:
Dublin North

Election report
Dail Election 2002 (North)
Date of Poll: Friday 17 May 2002

Dublin North

2.       Summary reconciliation of vote accounts
45236
43942
+1294
A  Total number of votes cast on voting machines, as recorded by presiding officers (viz. number of postal and special votes cast on machines, plus number of votes who voted on voting machines at polling stations):
B  Total number of votes cast on voting machines (including postal and special votes and "null" votes), as recorded on ballot modules:

C  Discrepancy between figures at A and B:
Finding

The pilot tests of the Powervote / Nedap system are inconclusive.

1. A number of votes were cast.

2. A number of votes were collected.

3. A set of results were declared.

No connection can be established between 1 and 3 other than the self defined results coming from the IES Count PC.

The official documents with the “Summary reconciliation of vote accounts” show major discrepancies.

The PC Count application crashed during the count.

The same problems occurred in both constituencies.

Mixing and numbering of votes was carried out twice.  The statutory counting rules do not allow the mix to be disturbed after it is first carried out.
Buncrana UDC Test
The Department conducted an end-to-end test on 2nd January 2002 with the 2,483 ballot papers from the Buncrana UDC election which had been held on 11th June 1999.  
IES Version 1-0.05 was used for both this test and for the Athy UDC test below.
Mistakes were made by the Department in designing the ballot paper resulting in candidates being placed in the wrong sequence on the paper.

Mistakes were also made in entering the votes for the test:

Only six of the candidates had their votes entered correctly.

The votes for nine candidates were incorrect.

The entered number of votes was 2484.

See the details in the two tables below.

	Original Election
	
	Test Election by Department

	Candidates (15 No.)

(* Denotes outgoing member)
	Number

of Votes
	
	Candidates 

	Number

of Votes
	Errors

	Bradley, John (Non-P)
	156
	
	Bradley, John (Non-P)
	156
	

	Bradley, Paul (FG)
	207
	
	Bradley, Paul (FG)
	210
	+3

	*Crossan, Nicholas (Non-P)
	190
	
	Crossan, Nicholas (Non-P)
	187
	-3

	*Diggin, Philip
	166
	
	Diggin, Philip
	166
	

	*Doherty (Cuey), Joe (FF)
	282
	
	Doherty Cuey, Joe (FF)
	282
	

	Dunne, Rosemary (FF)
	171
	
	Dunne, Rosemary (FF)
	172
	+1

	*Ferry, Jim (SF)
	241
	
	Flynn, Pat
	242
	+1

	Flynn, Pat
	26
	
	Grant, Mary (FG)
	25
	-1

	Grant, Mary-Margaret (FG)
	143
	
	McLaughlin Egg Man, Peter (FG)
	143
	

	McLaughlin, Dermot (FF)
	235
	
	McLaughlin, Dermot (FF)
	235
	

	McLaughlin, Jim (Non-P)
	147
	
	McLaughlin, Jim (Non-P)
	146
	-1

	*McLaughlin, Peter Egg Man (FG)
	170
	
	Perry, Jim (SF)
	171
	+1

	Porter, Aidan (FF)
	156
	
	Porter, Aidan (FF)
	156
	

	*Sheridan, Jim (FG)
	156
	
	Sheridan, Jim (FG)
	156
	

	Smith, Brian (FF)
	37
	
	Smith, Brian (FF)
	37
	

	Total
	2,483
	
	Total
	2,484
	+1


The test was a failure because a series of mistakes was made:

1. Two candidates names were entered incorrectly placing them in a different order on the test ballot paper compared to the real ballot paper.
2. The actual votes were entered with many errors.
The consequence of Mistake 1 was that the votes entered for a given candidate were shown against another candidate.  
The consequence of Mistake 2 was to invalidate the entire exercise since the wrong numbers of votes were used at every stage of the count.
Finding
The Department’s attempt to run this test shows a lack of attention to formal testing procedures.  If errors are found in the running of the test, then the test must be repeated correctly.  The Department did not take the time to do so.

The results of this test can not be relied upon for any purpose.

All that can be said is that some votes were entered and a result was produced.  The result cannot be compared to any external criterion.  In particular it cannot be compared to the actual result in Buncrana.

For the Department to call this a “broadly successful” test is to stretch the meaning of the word “successful” beyond breaking point.

Athy UDC Test

The Department conducted an end-to-end test on 11th January 2002 with the ballot papers from the Athy UDC election.

I cannot properly evaluate this test since the Department did not supply a copy of the original election result.  

However, we can see from hand written comments made on the IES result sheets that similar errors occurred in this test as occurred in the Buncrana test.  The number of votes entered was 2,448 whereas the original number of votes was 2,451.  Four of the candidates had incorrect votes.
A notable comment by the Department is that “minor differences” caused IES to elect a different candidate on count 9!  They take comfort from the fact the number of counts was the same as in the actual paper count.
Finding
Errors in entering the votes have invalidated this test.
Conclusion

Based on the four end-to end tests available, one can now conclude the following:

· Not one of the tests was accurate

· The actual pilot election in Dublin North had a discrepancy of  +1,294 votes.

· The actual pilot election in Dublin West had a discrepancy of  -716 votes.

· The internal department test election based on Buncrana UDC had errors in the votes of nine candidates.

· The internal department test election based on Athy UDC had errors in the votes of four candidates.

We know that PTB conducted no end-to-end tests.
We further know that ERS conducted no tests involving voting machines or ballot modules.

The testing above could only address the quantity of votes.  It could not address the accuracy of each individual vote.

A test of the accuracy of each vote requires a voter verified paper ballot to allow a manual count to take place to confirm that the electronic count is accurate.

The accuracy of the Powervote / Nedap system cannot be judged on the basis of these tests.

The Minister and the Department have used the results of these tests in order to establish an unproven assertion that the system “has been vigorously tested”.

A spokesman for the Department said critics of the system were trying to “nit pick the most perfectly tested systems”.  With the information now released under FoI it can be seen that it is essential that the quality of the testing be queried.

With no effective reconciliation of the number of votes cast at each polling station there is no control on the possibility that fraudulent additional votes may have been cast on the machines.

Furthermore, the Department’s procedure for checking if a voter has had their vote recorded just after a power failure is unworkable.  The procedure relies on a manual count of the permission tickets versus the recorded count in the machine before allowing the voter to have a second attempt at voting.  With our knowledge that such reconciliations have failed in Dublin North and in Dublin West the Department’s procedure will fail.

Recommendations

The use of this system should be postponed.  It should not be used for the June elections.

A major suite of formal end-to-end tests are required to establish the trustworthiness of the system.  This testing must be conducted with inputs from critics of the system including inputs from the public.  The testing must be reported to the public on an ongoing basis and be presented as a fait accompli without opportunity for review and rerunning the tests.

The testing must be under the control of an independent commission.

It seems to me that all testing to date has been conducted with a view to approving the system.  There is no evidence that a formal critical attitude has been adopted to try to break the system.

A completely robust system is required for our voting system since it is the basis for our democracy.  Without trust in the process we can have no trust in the result.

15 April 2004
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